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AIT CYBER SECURITY FOCUS AREAS
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ANOMALY DETECTION - THE ACID ECO-

SYSTEM

Today’s Cyber Security

Challenges

Advanced Persistent Threats

— targeted high-profile attacks
— unknown attack anatomy
— multiple attack vectors

— unknown traces in the network and on
the host in numerous log data sources

— However, often similar traces across
organizations with similar systems!

Signature-based solutions cannot
protect from Zero Day exploits and
individual attacks.

;- -Systems-

AIT Technologies

Data Acquisition

across technological layers on different machines,
systems and organizational units

Self learning / Self Adaptive AD

Reduction of false positives; low human effort; flexible
adaption to new attack vectors

Algorithms and PoCs

machine learning on computer log data Proof-of-
Concepts (in Linux Debian/Ubuntu)

Cyber Threat Intelligence

Extraction of indicators and TTPs from anomalies and
sharing/validation via MISP

Threat Sharing
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AIT Solution:

https://aecid.ait.ac.at

Distributed Anomaly
Detection Engine
Self-learning and flexible
anomaly detection

— Learns the structure of log data of any
form on the fly

— Creates and continuously evaluates
hypotheses of good system behavior

— Adapts to system changes with minimal
human effort

— Uses customized and patented cutting-
edge machine learning technology

—  100% AIT’s IPR — room for improvements
in research projects

— Interfaces well with Kafka and RabbitMQ,
as well as the (B)ELK Stack

— Validates findings through MISP @
— Packages for Debian and Ubuntu )

debian


https://aecid.ait.ac.at/

CYBER SECURITY BY DESIGN FOR MISSION

CRITICAL SYSTEMS
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http://www.threatget.com/
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SAFETY & SECURITY BY DESIGN FUR AUTOMOTIVE

Modell-based System engineering
Lieber

Standards

Safety & Security
Modelling @ ENTERPRISE

Compliance

Threats
Automated Generation

EN ISO ISO ISO IEC FM EA
50128 27001 26262 21434 62443 Model based System WWW_threatq et_com
i ) Design

Threat catalogue

CYBER SECURITY RISK ASSESSMENT
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NEXT GENERATION CRYPTOGRAPHY

DIRECT

PRODUKT IVITAT
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https://www.catch.direct/




MARKET PLACE 4.0 — SECURE AUCTIONS OF PR&B!I‘TT@N

CAPACITIES CATCH

.. . : .. DIRECT
« Secure and verifiable auctions of production capacities -
EBNER’
- No central data management I=DINIS | | P—
- Decentralized data matching on encrypted data
* Production data cannot be seen by externals
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Smart encryption Blockchain
Multi-Party
Computation
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AIT’S CYBER RANGE TRAININGS g | | Pr—

EUROPEAN SECURITY AND
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AI I AUSTRIAN INSTITUTE
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CYBER RANGE

Virtuel environment for ICT infrastructers

« Allows simulation or emulation of large and complex network

structures with different (flexible) system components, networ =
and users E E E e |

- Is a secure and realistic environment for testing and analysis | - mi |
of incidents without attacking the real producion systems “T

- For different application domains (Information Technology, “““*  wm rn
Operational Technology, etc.) .
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25.05.2022 10



AI IAUSTRI N IN TITUTE
OF TECHNOLOG

INTERNATIONAL COMPETENCE CENTER

EUROPEAN SECURITY AND
FOR IT/OT CYBER SECURITY TRAINING
KURATORIUM W = 2
SICHERES = 8
OSTERREICH )
Federal Chancellery “EscD
Republic of Austria European Security
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Data breach
~ (DSGVO)

Defence College

Advanced Persistent Ransomware Trojaner / Remote Botnets

Threat (APT) Access Trojaner Federal Ministry

N

Interior 2
Federal Ministry Kasachstan Korea
Republic of Austria

Defence

Vulnerabilit Misconfiguration Simulation of And many more...
Y ’ Stakeholder (z.B. Y EE
g \% CERT, Trust Circle) Oman
Q\L\ 1}/’ ’ i@@;} Nuclear Security Training \, UNITED NATIONS
S w Ns e and Support Centres OFFICE OF COUNTER-TERRORISM EVN Vel'bund
| I A E A (NSSC NetWOfk) UN Counter-Terrorism Centre (UNCCT)

IAEA Idaho National Laboratory

AIT Cyber Range

AlIT’s Cyber Range
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Training platform for
4.0 City Cars Transport  Grid IT/OT

i : AT
Industry Smart Connected  Digital Smart

AITM; Enterprise ICT Simulation Physical
Environments specific systems environment
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SMART GRID PROTECTION AGAINST CYBER ATTACKS
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