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Dig it a l 
s o ve re ig n t y  
in  t h e  c lo u d
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Cla s s if ic a t io n  c lo u d  e n v iro n m e n t
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Pr iva t e vs . Hy b r id vs . Pu b lic  v s . Mu lt i Clo u d

HYBRID 
( MIXED)
IT is p ro vid e d  a s a  
se rvic e  b o t h  in t e rna lly 
a nd  e xt e rna lly

Cust om er

Host ed
Priva t e Cloud

Third - part y host ed
and opera t ed

EXTERN/
P UBLIC
IT re so urc e s a re  p ro vid e d  a s 
a  se rvic e  via  t he  In t e rne t .

A B
User

Shared / Pub lic
Cloud  Services

IT re so urc e s a re  
p ro vid e d  a s a  se rvic e  via  
t he  in t ra ne t , w it h in  t he  
c ust o m e r ne t wo rk a nd  
b e h ind  t he  fire wa ll.

INTERNAL/
P RIVATE

Cust om er da t a
cent re

Classic /  Managed
Priva t e Cloud

O n- Pre m ise s / o r
Ma na g e d b y se c une t

Mult i Cloud

IT is p ro vid e d  in  p a ra lle l 
it se lf a nd  c o m b ine d  
wit h  hyp e rsc a le r
se rvic e s.

MULTI 
CLO UD

O n- Pre m ise s / o r
Ma na g e d b y se c une t

O n- Pre m ise s / o r
Ma na g e d b y se c une t
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Th e  s e c u re  c lo u d  
o p e ra t in g  s y s t e m
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Se c u St a c k

 The  se c ure c lo ud infra st ruc t ure
so lut io n b a se d o n  O p e nSt a c k, t he
st a nd a rd fo r o p e n  so urc e  c lo ud s

 Dig it a l so ve re ig n t y t h ro ug h st ro ng  
a ut he n t ic a t io n , e nc ryp t e d use r d a t a
a nd  se c ure c lie n t se p a ra t io n

 Ea sy sc a ling t h ro ug h a ut o m a t e d
d e p lo ym e nt

 J une  20 20 : Se c uSt a c k De m o nst ra t o r 
fo r Ga ia - X (Euro p e a n  In it ia t ive  fo r
Clo ud  & Da t a  So ve re ig n t y; Link)
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Planned m odules

 Ma na g e d  Kub e rne t e s o n  

Se c uSt a c k

 Se c urit y- a wa re  c lo ud  

a p p lic a t io ns o n  Se c uSt a c k

(se c une t Ro o m , PKIa a S, e t c .)

Hardware infrastructure (hosted on-prem and/or 
trusted at your site; 

SecuSt ack O&M

SecuSt ack CORE

SecuSt ack INFRA

Your applications (such as AI/ML, ERP, CRM, Security)

Your platforms (such as Kubernetes, OpenShift, ...)

Application software

CPU
GPU
St orage
Net w ork

Pla t f orm

IaaS /  VMs

Bet r iebssyst em

Opera t ion&
Monit oring

Clo u d  e n v iro n m e n t  Se c u St a c k
Se c u St a c k  Arc h it e c t u re
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Dig it a l s o ve re ig n t y  f ro m  t h e  t ru s t e d  c lo u d  p la t f o rm
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Clo u d  - Se c u r it y  
g u a ra n t e e s
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Se c u St a c k

 Full c o n t ro l o ve r c lo ud  in fra st ruc t ure

 O p e n  so urc e  b a se d  a nd  a ud it a b le

 St ro ng  a ut he n t ic a t io n  a nd  e nc ryp t io n  o f use r d a t a

 Ke y m a na g e m e nt  in  yo ur o wn ha nd s

 Se c ure  c lie n t  se p a ra t io n

 Ma d e  in  Ge rm a ny

IPCEI – Next generation cloud infrastructures 
and services
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