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Private vs. Hybrid vs. Public vs. MultiCloud

Classification cloud environment

INTERNAL/
PRIVATE

ITresourcesare
provided as a service via
the intranet,within the
customer network and
behind the firewall.

Customer data
centre

O

Classic/ Managed
Private Cloud

On-Premises/or
Managed by secunet

EXTERN/
PUBLIC

ITresourcesare provided as
a service via the Internet.

A ] B

Shared/ Public
Cloud Services

On-Premises/or
Managed by secunet

secunet 3105.2022 | SecuStack- Digitale Souveranitatinder Cloud

HYBRID
(MIXED)

ITisprovided as a
service both internally
and externally

Hosted
Private Cloud

On-Premises/or
Managed by secunet

MULTI
CLOUD

ITisprovided inparallel
itselfand combined
with hyperscaler
services.

O

Third-party hosted
and operated



SecuStack

The secure cloud
operating system

B The secure cloud infrastructure
solution based on OpenStack,the
standard foropen source clouds

B Digitalsovereignty through strong
authentication,encrypted userdata
and secure client separation

B Easyscaling throughautomated
deployment

B June 2020:SecuStack Demonstrator
for Gaia-X(European Initiative for
Cloud &Data Sovereignty; Link)
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SecuStack Architecture

Cloud environment SecuStack

Application software Your applications (such as Al/ML, ERP, CRM, Security)
Planned modules

Platform Your platforms (such as Kubernetes, OpenShift, ...
u
Operation& SecuStack O&M Managed Kuberneteson
Monitoring SecuStack
| .
laaS/ VMs SecuStack CORE Security-aware cloud
applicationson SecuStack
BelisbssySiem SecuStack INFRA (secunet Room,PKlaaS,etc.)

CPU Hardware infrastructure (hosted on-prem and/or
GPU trusted at your site;

Storage
Network
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Digitalsovereignty from the trusted cloud platform

Securely Securely Securely Securely
transferred stored computed connected

o
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Separate 9
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SecuStack

Cloud - Security
guarantees

B Fullcontrolovercloud infrastructure

B Opensource based and auditable

B Strong authenticationand encryption ofuserdata
B Keymanagementinyourown hands

B Secure client separation

M Made in Germany
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% Bundesministerium
fur Wirtschaft
und Klimaschutz

IPCEI — Next generation cloud infrastructures
and services
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daten-infrastruktur.de

0 S Open Source
Business

Bundesverband fiir digitale Souveranitat e.V.
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